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INTRODUCTION

Purpose

The California Department of Health Care Services (DHCS) have implemented a robust Enterprise
Identity and Access Management (EIAM) solution to address the DHCS need to manage ldentity
and Access. EIAM enables the right individuals to access the right resources at the right times for
the right reasons.

This document describes the steps for internal and external users to access DHCS applications
integrated with Microsoft Azure Active Directory (Azure AD or AAD).

Roles and Responsibilities

As a DHCS application user, you must ensure that you only have access to applications that you
have a valid business reason to access.

All users must complete any and all Access Review requests in a timely manner. Failure to
complete an Access Review may impact your ability to access DHCS applications and continue to
have memberships in groups in Azure AD.

During the access reviews, please ensure that you have and document the valid business reason
why access is needed based on your current job responsibilities. Provide a high-level description
of the applicable job duty the access supports as the reason access is needed when completing

the access reviews.

Note: All user access is subject to audits.

Contact Us

EITS CSTS is responsible for the management and operation of the Azure Active Directory
solution. If you have any issues with the solution, please contact the DHCS Service Desk.

» Internal DHCS staff must create a remedy ticket.
» External users can contact the Service Desk at 916-440-7000 or 1-800-579-0874.
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LOGGING IN

Steps

1. From the DHCS Application Portal, click Log In

BDHCS APPLICATION PORTAL raQs

Zaiisinis Brpmiimea af
Health Care Services

What's New Application Status Login

DHCS is encited to announce the new Application Portal that provides our Allapplications are currently up and running. California Department of Health Care Services, legal notice
customers with i single-sign on platform for applications that have been 4 . : " +

: i A el WARNING: This is a State of California computer application that is for
integrated with the Portal and up ta date information on DHCS

i 2 official use only by authorized users and is subject to being monitored
applications/systems. Check the FAQ's and Contact Us sections for mare g 4 Z " e
4 3 anedfor rextricted st any Gme. Unauthorized o improper use of this system
information and help.

may resullin administrative disciplinary actien andfor Civil and criminal
penalties. By continuing to use this application you indicale your awareness
of and consent to these terms and conditions of use. LOG OFF
IMMEDIATELY, if you are not an authorized user or you do not agree to the
conditions stated in this warning.

Login

California Department of Health Care Services, legal notice

WARNING: This is a State of California computer application that is for
official use only by authorized users and is subject to being monitored
and/or restricted at any time. Unauthorized or improper use of this system
may result in administrative disciplinary action and/or Civil and criminal
penalties. By continuing to use this application you indicate your awareness
of and consent to these terms and conditions of use. LOG OFF
IMMEDIATELY, if you are not an authorized user or you do not agree to the
conditions stated in this warning.

LogIn

Note: You can also access through the Microsoft My Apps Portal
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https://portal.dhcs.ca.gov/
https://myapps.microsoft.com/

2. When prompted, enter organization email address and click Next

Sign in

k;‘mail, phone, or Skype

Can't access your account?

WARNING: This is a State of California system for
official use by authonzed users; subject to being
monitored and/or restricted at any time.
Unauthorized or improper use of this system shall be
subject to disciplinary action, prosecution or both.

OR when provided a list, choose your organization email address

Use another account
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3. If prompted, enter DHCS credentials and click OK

Windows Security

lexplore

Connecting to sts.dhcs.ca.gov.

assword

Domain: DHSINTRA

Cancel
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4. If prompted, enter MFA code sent and click Verify

lynn.lee@dhcs.ca.gov

Enter code

[1 We texted your phone +X X00(-000-XX38,
Please enter the code to sign in.

k:ode

Having trouble? Sign in another way

More information

WARNING: This is a State of California system for
official use by authorized users; subject to being
monitored and/or restricted at any time.
Unautharized or improper use of this system shall be
subject to disciplinary action, prosecution or both.
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5. You are now SUCCESSFULLYlogged into the DHCS Application Gallery
and can access all DHCS applications you have access to that have
been integrated with the Gallery.

x
_ B Access Panel Applications * _

€« - C @& nhtipsy//accountactivedirectory.windowsazure.com/r?tenantld=265c2dcd-2abe-43aa-b2e8-26421a8c85268Login_hint=dhcsaaduser1%40gmail.com#/applications ¥ rh Cl| o H

Q dhecsaadusert@gmail.com R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Apps /O Search apps

mmmmm =) MedCompass-BreakFix meszeneecd ) MedCompass-Training meaconesss ) MedCompass-UAT Q'RQ Groups

Access raviews

Privacy & cookies Terms of use Help Feedback ©2019 Microso ft
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EXTERNAL USERS — MICROSOFT ACCOUNT SETUP

Background

When first logging into Azure Active Directory, users that belong to organizations that do not have
existing Microsoft accounts will be asked to create new Microsoft accounts.

Below describes the steps for users to create their Microsoft account.
Steps

1. When prompted to Create account, click Next

B® Microsoft

Create account

Looks like you don't have an account with us. We'll
create one for you using dhecsaaduser2@gmail.com.
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2. When prompted to Create a password, enter the password you
would like to use for this account, then, click Next

B® Microsoft

¢ dhcsaaduser2@gmail.com

Create a password

Enter the password you would like to use with your
account.

Mext
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3. When prompted to Verify email, enter the code sent to your email,
then,

02/14/2019

click Next

B® Microsoft

& dhcsaaduser2@gmail.com

Verify email

Enter the code we sent to dhcsaaduser2@gmail.com.

If you didn't get the email, check your junk folder or
try again.

. I would like information, tips, and offers about
Microsoft products and services.

Choosing Mext means that you agree to the Microsoft Services
Agreement and privacy and cookies statement.
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4. When prompted to Create account, enter the characters you see,
then,

02/14/2019

click Next

B® Microsoft

& dhcsaaduser2@gmail.com

Create account

Before proceeding, we need to make sure a real
person is creating this account.

@ﬁg {;:/‘?’ Audio

Enter the characters you see

11



5. When prompted to Add security info, enter your phone number,
then, click Next

B® Microsoft

¢ dhcsaaduser2@gmail.com

Add security info

When you need to prove you're you or a change is
made to your account, we'll use your security info to
contact you.

We'll text you the code you'll use to verify your
phone number.

Country code
United States (+1) W

Phone number

Mext
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6. When prompted, enter the access code you received, then, click Next

a5 Microsoft

< dhcsaaduser?2 @gmail.com

Add security info

When you need to prove you're you or a change is
made to your account, we'll use your securty info to
contact you.

We'll text you the code you'll use to verify your
phone number.

Country code
United States (+1) W

Phone number

| didnt get a code

Enter the access code

i
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7. When prompted to Review permissions, click Accept

" Microsoft

dhcsaaduserd@gmail.com

Review permissions
C California Department of Health Care Services

The organization California Department of Health
Care Services would like to:

7 Sign you in
N
Read your name, email address, and perhaps photo

You should only accept if you trust California Department of
Health Care Services. By accepting, you allow this organization
to access and process your data to create, control, and
administer an account according to their policies. California
Department of Health Care Services has not provided a link
to their privacy statement for you to review. California
Department of Health Care Services may log information about
your access. You can remaove these permissions at
httpsy//myapps.micrescft.com/cadhcs.onmicrosoft.oom,

8. You are now SUCCESSFULLY|ogged into the DHCS Application Gallery

and can access all DHCS applications you have access to that have
been integrated with the Gallery.
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MFA INITIAL STEP UP

Background

When first logging into Azure Active Directory, users will be prompted to set up additional security
verification also referred to as Multi-Factor Authentication (MFA).

Below describes the steps for users to set up and update their MFA settings.
Steps

9. When prompted that more information is required, click Next

"

dhcsaaduser1 @gmail.com

More information required

Your organization needs more information to keep
Your account secure

Use a different account

Learn more

WARNING: This is a State of California system for
official use by authorized users; subject to being
monitored and/or restricted at any time.
Unauthorized or improper use of this system shall be
subject to disciplinary action, prosecution or both,

02/14/2019
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10. On the Additional Security Verification page, select one of the
following:

» Authentication phone (for mobile devices) OR
» Office phone (for landlines)

E live.com#dhcsaaduser1@gmail.com |

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phane A

Authentication phone

Office phane

Maobile app

FETIOTITE & CUUE U TEAT essage

®  Call me

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply.

£2019 Microsoft  Legal Privacy

02/14/2019
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a. Next, select United States and enter your number

E live.com®dhcsaaduser1@gmailcom |

Additional security verification

Secure your account by adding phone verification to your passward. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone T

United States (+1) ¥ | |

Select your country er region
e
Afghanistan (+93)

Albania {+355)

Algeria (+213)

American Samoa (+1684)

curity, Standard telephone and SM3 charges will apply.
Andorra (+376)

Angola (=244)

Anguilia (+1264)

£
Antarctica (+672)
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b. Lastly, select one of the following methods and click Next

0 Send me a code by text message (for mobile devices) OR
0 Call me (for office phones/landlines)

live.com#dhcsaaduserl@gmail.com | ?

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone i
United States (+1) v [9161234567 |
Method

</ Send me a code by text message

®  Callme

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply.

®2019 Microsoft  Legal Privacy
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11. On the Additional Security Verification page, enter the verification
code received and click Verify

E live.com®dhcsaaduseri@gmail.com | ?

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +1 9168427838

When you receive the verification code, enter it hera

]

®2019 Microsoft  Legal | Privacy
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12. On the Additional Security Verification page, when verification is
successful you will receive a confirmation, click Done

—
B live.com®dhcsaaduserl@gmail.com | ?

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +1 9168427338

Verification successfull

Done

®2019 Microsoft  Legal Privacy

13.  Once verified, you are now SUCCESSFULLY logged into the DHCS
Application Gallery or the Application you selected to access.
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MFA ADDITIONS OR CHANGES

Background

When you want to change your MFA authentication phone for any reason, you can do this through the
DHCS Application Gallery.

Below describes the steps for users to add or update their MFA settings.

NOTE: Office phone cannot be updated through these steps; office phone information must be
updated via Global Address List (GAL) profile update process.

Steps

1. From the DHCS Application Gallery page, click on your email in the

upper right corner to get the following drop down selections and
select Profile

BLICS
I

0 dhcsaaduser1@gmail.com R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

ADDS dhcsaaduserl@gmail.com |
pp R dhcsaaduser1_gmail.com#EXT#@cadhcs.onmicrosoft.com
meacarmpzes ) MedCompass-BreakFix meacarrpee ) MedCompass-Training
Apps
Groups
Profile
Sign out
02/14/2019
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https://directoryupdate.dhcs.ca.gov/directoryupdate

2. From the Profile page, under Manage Account, click Additional
security verification

Q dhcsaaduser1@gmail.com R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Profile
Email:  dhcsaaduser1@gmail.com Manage account
R Alternate email: dhcsaaduser1@gmail.com Additional security verification
Review terms of use

Sign out everywhere
dhcsaaduserl@gmail.com

Organizations

C California Department of Health Care Services Leave organization

dhcsaaduser1@gmail.com R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Manage account
Additional security verification

Review terms of use

Sign out everywhere
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3. If prompted for MFA, enter the verification code received and click
Verify

dhcsaaduser1@gmail.com

Enter code

[ We texted your phone +X XXGOOOKK38. Please
enter the code to sign in.

b:] de

Having trouble? Sign in another way

More information

WARNIMNG: This is a State of California system for
official use by authorized users; subject to being
monitored and/or restricted at any time.
Unauthorized or improper use of this system shall be
subject to disciplinary action, prosecution or both.

02/14/2019



4. On the Additional Security Verification page, enter additional or
update existing authentication phone information and click Save

¢
ﬁ dhesaaduser]_gmail.com#*EXT#@cadhcs.onmicrosoftcom | 7

Additional security verification

‘When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.
View video to know how to secure your account

what's your preferred option?

‘We'll use this verification option by default.

Text code to my authentication p

how would you like to respond?

Set up one or more of these options. Learn more

M Authentication phone United States (+1) 9161234567 |

O office phone Select your country or region | |

Extension

M Alternate authentication phone  United States (+1) 9162345678 |

[ Authenticator app or Token Set up Authenticator app

Save cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2019 Microsoft  Legal | Privacy

5. When update is successful you will receive the following
confirmation, click Close

@

Updates successful

Your settings were configured successfully.

Close

02/14/2019 24



ACCESS REVIEWS

Background

Azure Active Directory (Azure AD) Access Reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and privileged role assignments. Azure
AD simplifies how enterprises manage access to applications and members of groups in Azure AD
and other Microsoft Online Services with a feature called Access Reviews.

Access Reviews ensure that all users have appropriate access to complete their business function.
Access Reviews are to ensure that users who were invited and/or added to a group and/or

application continue to need access.

Below describes the steps for users that have access to applications and memberships in groups
in Azure AD to complete Access Reviews.

02/14/2019 25



Steps

1. Receive an email from Microsoft or DHCS that asks you to review
access for yourself, members of a group or users with access to an
application.

Fri 8/10/2015 1246 P

Microsoft Azure AD Notification Service <azureadnaotifications@microsoft.corms

Action required: Wu, Andy (EITS)Y@DHCS - Review app access by 9/9/2018
To MWy, Andy (EITSI@OHCS

o If there are problems with how this message is displayed, click here to view it in 2 web browser,
Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of some pictures in this rmessage,

4]
Access review started

Review Name for User Membership or App Access in California
Department of Health Care Services

You have been invited by DHCS-Invitations to approve or rgject one or
mare user's continued need for accessin the application MedCompass-
BreakFix. Please review by 9/9/2018 or their access will be removed.
Learn more

Start review

Questions? Contact DHCS-Invitations

I

Privacy Statermant

Microsaft Corporation, One Mizrosoft Way, Redmond, WA G052

F

2. Click Start Review link in email

02/14/2019 26



OR Access Reviews in DHCS Application Gallery

dhcsaaduser1@gmail.com R
RMIA DEPARTMENT OF HEALTH CARE SERVICES

p S23rcn apps

QRQ Groups

Access reviews

Note: If you have access to more than one organization, select the user symbol in the upper-
right corner of the page, which displays your name and default organization. Then, select the
organization that requested an access review. If a tile labeled Access reviews is on the right side
of the page, select it. If the tile isn't visible, there are no access reviews to perform for that
organization and no action is needed at this time.

3. Click Begin Review
Bl Q Lynn g

CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Access reviews

Approve or deny one or more users' continued need for access in an app or group

ACCESS REVIEWS PROGRESS REQUESTED BY DUE ACTION

AZ-MedCompNP-WA-DHCS1_CaseManag... 0/1 September 10, 2018
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INDIVIDUAL MEMBER (USER) ACCESS REVIEWS

4. If review is for Members (i.e. individual users), the following will
display.

Select Yes and provide a Reason (Required) why you still require
access.

Examples: | Needed to perform Help Desk Support
Needed to perform Case Management duties
Needed to audit external vendor activities

Select No and provide a Reason (Optional) if you no longer require

dCcCess.

Q Lynn R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

&~ Access reviews

AZ-MedCompNP-WA-DHCS1_CaseManager SG AR

Please review your membership of "

Due by Requested by Description
September 10, 2018

Do you still need to be in the group ™?

@ Yes
Your access will not change

Qe
Your access will be removed when the review ends

Reason *

Pleaze provide a reason for your decision (Required)

YOU HAVE SUCCESSFULLY COMPLETED THE MEMBER ACCESS REVIEW

02/14/2019



1. Click Open Review to submit changes, if needed.
DICS

Q Lynn R
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Access reviews

Approve or deny one or more users' continued need for access in an app or group

ACCESS REVIEWS PROGRESS REQUESTED BY DUE ACTION

AZ-MedCompNP-WA-DHCS1_CaseManag.. 1/1 September 10, 2018

2. Update response and Click Submit Changes

DUt

0 ym @&
CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

<~ Access reviews

AZ-MedCompNP-WA-DHCS1_CaseManager SG AR

Please review your membership of *

Due by Requested by Description
September 10, 2018

Do you still need to be in the group "7

Yes
Your access will not change

No
Your access will be removed when the review ends

Reason *

MNeeded to support testing for MedCompass application

Submit changes Reset
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1. Click Open Review to view Status of Access Review

BLICS

f;l Lynn ;Q.

CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

Access reviews

Approve or deny one or more users' continued need for access in an app or group

ACCESS REVIEWS PROGRESS REQUESTED BY DUE ACTION

September 10, 2018

AZ-MedCompNP-WA-DHCS1_CaseManag.... 1/1

f:l Lynn R

CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

€~ Access reviews

,O Search users
MedComp DHCS CaseMgr Review

Please review user members of ‘AZ-MedComp-DHCS_CaseManager'

Due by Requested by Description

July 26, 2018 DHCS-Invitations

Progress Program Other reviewer(s)

1/66 TestProgram
| EENTTTSENN v || Recommendaion v || cton v
l:‘ USER ACCESS INFO RECOMMENDED ACTION
I:‘ R Lee. Lynn (EITS)@DHCS This user has signed in at least ance in the last 30 days. Approved

Lynn.Lee@dhcs.ca.gov

July 24, 2018 3:06 PM
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Examples of follow up emails sent by Microsoft Azure when access
review(s) are still outstanding.

Microsoft Azure <azure-noreply@microsoft.com> Lee, Lynn (ETTS)@DHCS
Action required: Lee, Lynn (EITS)@DHCS, review group access by September 10, 2018

ﬂ If there are problems with how this message is displayed, click here to view it in a web browser,

DHCS

California Departmaent of

Health Care Services

Please review AZ-MedCompNP-WA-
DHCS1_CaseManager SG AR in California
Department of Health Care Services:

has requested that you approve or deny one or more user's continued need for
membership in the group . Please complete this review by September 10, 2018,

To see your access reviews, visit the MyApps portal and click on the Access reviews tile
in the right column. Once you've selected a review:

1. Accept recommendations, if applicable, or approve/deny users.
2. Provide a business justification, if applicable.

3. Changes will be saved automatically.

Learn more about performing an access review.

Review access >

Questions? Learn more or contact .

02/14/2019 31
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